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nt o t on

n a not so distant past the only real-time operating systems, RTOSs, available were expensive commercially
developed closed source products. Today, a range of free open source RTOSs based on the popular inux
operating system are emerging.

The significant di erence between the two worlds is of course the freely available source code in the open
source OSs, and in the commercial ones the existence of a complete design & development environment.

owever, companies like entropix 11 and FSM abs 1 are changing the scene in that area by supplying
an ever growing set of free design utilities and applications for the real-time inux community.

The purpose of this report is to evaluate four currently existing inux-based real-time operating systems
according to a set of criteria defined from both scientific and industrial real-life demands. The result will
determine which real-time inux OS that will be used for further studies, i.e. during the remaining part of
our thesis work.

Real-Time is one of many popular bu words in the computer industry today. t can have very di erent
meanings depending on the specific context. But what does it really mean

To be concise A is one in which the correctness of the system depends not only on the
logical results, but also on the time at which the results are produced. 2

n computer science real-time is usually defined as a system which exhibits either soft or hard timing
constraints. Examples of soft real-time are playback of, or streaming video or sound, which needs a certain
guaranteed bandwidth to ensure performance. These systems can often tolerate a certain loss in timing
without any noticeable degradation of performance. Examples of hard real-time are control systems for et
engines or heart-lung machines and ventilators in hospitals. .e. soft means that the timing re uirements
are not as crucial when compared to hard real-time systems.

To further extend the definition of a real-time system. fincorrect operation of a system can lead to loss
of life or other catastrophes it is called a safety critical system. 2

A real-time system should respond in a timely and predictable manner to external events, i.e. have
bounded worst case response times. To meet this re uirement a couple of basic properties must be defined.
These are the concepts of deadline and response time, i.e. meeting deadlines and responding to and handling
more than one task simultaneously.

t is also important to be able to guarantee a worst case response time to external events. So that when
an interrupt arrives it will not be delayed too long by the system itself or other tasks. This is also referred
to as interrupt latency.

n real-time systems, the concept of missing a deadline is considered a severe fault, which in a safety
critical system can lead to disastrous conse uences. n contrast, a word processor reacting slowly to user
input is performance challenged rather than faulty. The latter can probably be solved by using a faster
processor. owever, using a faster processor will not necessarily solve the problem of missing deadlines.



The last statement needs perhaps a bit of explaining. Ordinary operating systems are designed to provide
an, on , high performance. Temporary delays, and sometimes even complete free es, are considered
acceptable in such systems. These delays are often caused by the kernel swapping tasks which locks up the
hardware, or kernel system calls monopoli ing the CPU for instance.

Real-time systems cannot allow sudden free es or delays in execution. uaranteed timely execution
and bounded response times are essential for correct system function. Merely reducing the latency, when
responding to external events, by using a faster CPU is not enough if the OS itself on occasion stalls
indefinitely.

ot Real Time

n soft real-time missing deadlines is still important but not considered to be a critical issue. The charac-
teristics of a soft real-time system is that it on average manages to meet its deadlines.

For example, consider the playback of a motion video on your screen, during which you perhaps want to
do some ma or background compilation ob, such as compiling the inux kernel. ou may notice occasional
frame loss or image free e, and even longer periods if you try to start your favorite web-browser at the same
time. This is due to the fact that the system cannot provide any guarantees for the o ered system services,
also known as uality of service, o0S.

a Real Time

n hard real-time systems average case performance is not enough. uarantees for maximum response time
and the ability to keep task deadlines is crucial.

Failure to meet these re uirements are considered to be disastrous and could, in a safety-critical system,
lead to loss of vast amounts of money or even human life Examples of hard real-time systems are the shut-
down se uence of a reactor at a nuclear power plant, ventilator e uipment and other life support systems
for medical use, automotive control systems such as anti-lock breaks and engine control etc.

n computer systems today, techni ues such as cache memories, multi-level pipelined CPU s with sophis-
ticated branch prediction schemes are very common. These techni ues make the construction of predictable
real-time operating systems almost impossible in fact, many RTOSs today choose to disable these features.
Therefore the RTOS may appear to be slower than the general purpose OS.

Real-Time inux 1 is the expanding industrial and scientific use of the inux operating system for real-
time applications and real-time systems. inux, as well as the evaluated RTOSs, are all released under the
NU eneral Public icense3, P , a free open-source 12 software license.

The problem with most general purpose operating systems today, including inux, is that they are
optimi ed for average case performance, giving each process a fair amount of CPU time. owever, when
dealing with real-time systems this approach is not as e cient, precise timing and predictable performance
is more vital than performance.

There are mainly two approaches today aiming to achieve these ob ectives. The first one uses a small
real-time executive which runs the inux kernel as its lowest priority task. The second approach is to add
more kernel preemption points for increased timer resolution and hence reducing the overall latency of the
system.

n broad terms embedded systems are programmable devices or systems which are generally used to control
or monitor things like processes, machinery, environments, e uipment, and communications. These systems
are in general running operating systems with small memory footprint. Embedded systems may or may not
have real-time constraints.



The standard inux kernel has extensive support for di erent hardware platforms. owever, the memory
re uirements are rather large in comparison to other commercial or specifically optimi ed systems. To
alleviate this problem several pro ects have evolved to facilitate a su ciently scalable inux system. Some
of which are

The E S Pro ect 22 and
ineo Embeddix 7 , formerly Caldera Thin Clients.

The VME inux Pro ect 21 - inux for the VME bus. A pro ect from Chesapeake Research 20 .

Other aspects of an embedded system are availability, serviceability and the price vs. performance ratio.
Embedded systems manufacturers, like Motorola nc.  and others, are working on this aspect of inux. One
such pro ect is the igh-Availability inux, A- inux, pro ect at Motorola, where support for hot-swappable
CompactPC devices and similar hardware features are added to inux. Another pro ect, concerned with
high availability, is the Journaling File System, JFS, from BM. Similar to the NTFS file system in Windows
NT in logging capabilities the recovery time after unexpected power failures is dramatically improved, when
compared to the standard Ext2 file system in inux today.
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e e C te

When deciding upon which real-time OS to use there are some issues, both about the OS itself and the
environment, to take into consideration. To evaluate the di erent real-time inuces that exist today we have
set up a few evaluation criteria.

RTOS capability of handling hard or soft real-time tasks, or both.

s the RTOS a time or event triggered system n a time-triggered system, all
activities are done at certain points in time known where all nodes have a common notion of
time. n event-triggered systems all activities are simply responses to external events.

What kind of task model does it have, and what kind of constraints does this imply if any
on the tasks E.g. fixed number of tasks in the system, inability to add tasks at run-time.

What kind of tasks can the RTOS handle Does it support , and
tasks

s it a complete stand-alone OS or a complementary real-time kernel The latter often implies
separation of the application in a real-time part and a non-real-time part.

Regarding timing constraints Periodic tasks are tasks with completely known timing re uirements, which
are activated periodically. Aperiodic tasks are not known at all, i.e. unknown external events that can arrive
at any point in time. Finally, sporadic tasks are aperiodic tasks with the additional constraint that there is
a minimum inter-arrival time between task activations 2

ow does the OS provide guarantees for task completion and execution s it based on
proof, testing or belief, or perhaps non-existing

uaranteed, bounded, response times

The delay between stimuli and response. As always, bounded latency. atency covers many
di erent aspects, such as interrupt latency, task dispatch latency, etc.

Time, share or priority driven scheduler Schedulers are often optimi ed for
di erent purposes, such as timing, bandwidth etc.

Support for several di erent schedulers Support for change of operating modes in run-time



Communication drivers, interrupt response time.
A D drivers for digi-boards and similar.

New drivers, implementation di culty level and methodology

10



t on

During the course of this evaluation we have looked at four di erent implementations of a real-time inux.
These are products sprung from research pro ects at various Universities in both the U.S. and Europe.

The four candidates we have reviewed are RT inux from New Mexico Tech., RTA from Politecnico di
Milano, URT from ansas University and RED inux from the University of California, rvine. There
exist other similar pro ects, however, none of which seemed mature enough to be further investigated. For
instance, ART- inux 13, a hard real-time inux developed at the ife Electronics Research Center in Japan.
The ma or obstacle with this one was that all the documentation was in Japanese .

Each section of the evaluation begins with a short presentation of the RTOS consisting of the background
and history followed by a brief review of the design and architectural features. The chapter is ended with
a summary of our impressions in the form of a conclusion. nclude are our motivations when selecting an
RTOS for further studies in our master thesis.

RT inux is an extension to the inux operating system designed to handle time-critical
tasks. n essence RT inux is a small real-time executive that runs the inux OS as ust another task in
fact, as its lowest priority task.

inux is made completely preemptable and can, if necessary, be disabled entirely in order to dedicate the
CPU to the more important real-time tasks. This approach makes it possible to make use of all the facilities
of standard inux, such as X-window, networking, development environment etc.

a g oun isto

RT inux was developed at the department of computer science at the New Mexico nstitute of Technology,
Socorro NM, by Victor odaiken and Michael Barabanov 2 . The original reason for the development of
RT inux was, as it often is in the world of science, the lack of money to buy a commercial RTOS

Since real-time and general purpose operating systems have contradictory design goals, it is not surprising
that what is optimal in the latter can be less desirable in the former. The solution applied by RT inux is the
same as in an old experimental OS, from AT&T s Bell abs, called MERT 17 . t s primary design principle
was [ a service or operation is inherently non real-time, it should be provided by the standard OS and not
by the real-time components 27 . A philosophy inherited by RT inux.

Other important design aspects were to keep the system small, transparent, modular and yet extensible.
Transparent means no black boxes and total determinism. Modular aims at providing simple services as
building blocks for a growing system. The most basic RT inux configuration supports high fre uency
interrupt handling and basically nothing else 27 .

11



esign Im lementation

Adapting the inux kernel to become a completely preemptable real-time kernel with low interrupt latencies
would involve ma or restructuring of the kernel, almost like writing a new one. The RT inux approach is a
more simple and elegant solution which makes the RT inux kernel exible enough to keep up with with the
concurrent development of the standard inux kernel.

Most operating systems, including inux, disable interrupts in critical sections of the kernel to, amongst
other things, achieve synchroni ation. This means that the kernel is non-preemptive and tasks running in
kernel mode cannot be forced to give up the processor to another task, no matter the priority. To be able
to guarantee the temporal behaviour of real-time tasks, the designers of RT inux simulate this interrupt
disable enable feature and are thereby fooling the inux kernel into becoming completely preemptable.

Application Level

System calls, POSIX
Linux Kernd
Drivers OSLevd
N/ -
____________ Interrupts
Hardware Level

Computer Hardware




eatu es a a te istil s

Support for POS X 1003.13 single process minimal real-time system profile.
Dynamic exchange of scheduler at runtime.

The only real-time inux with support for other architectures, v3.0 supports the PowerPC and Alpha
architectures, as well as the ntel x8 .

PC, through Shared memory.
PC, through dedicated inux devices, RT-F FOs.
ncreased timer resolution.

Full support for SMP based systems.

Real-Time tasks cannot communicate directly with the inux processes or make use of the inux kernel
services, since this would impose unbounded timing constraints, instead RT inux provides functions for both
shared memory and F FO ueues as a means of communication and synchroni ation. The F FO ueues are
implemented as standard uni-directional inux devices accessible to any inux process. The shared memory
driver implements the simple message board principle.

The real-time tasks, as well as all kernel-contained data, are never swapped to disk, which eliminates the
problem of unbounded response times.

A real-time scheduler is in great need of a fine grained timer. This is provided in RT inux through the
reprogramming of the separate timer chip , which exist in some form in all ntel x8 -based computers. This
provides both periodic as well as one-shot timers.

As of version 3.0 of RT inux, support for the PowerPC and Alpha architectures is included. This means
extended focus on the embedded systems market as well as the ntel x8 -based world.

umima

The RT inux distribution comes bundled with a very good, descriptive documentation as well as a complete

for building and installing. This is a reoccurring theme, that can be noticed in all versions from
v.1.0 to the latest v.3.0. Both patching, building the kernel and also compiling and running the included
examples was a bree e using the complementary documentation.

On all the di erent computer systems, ranging from old i 8 s to Pentium s, we have not experienced
any problems whatsoever with any of the RT inux versions. This conveys a feeling of stability, reliability
and maturity.

RT inux is the oldest, most thoroughly tested, and probably the most reliable real-time inux encoun-
tered during this evaluation. We say probably because there does not exist any in-depth comparative
studies of all the available real-time inux RTOSs yet.

RTA is a close relative of RT inux, mentioned earlier, which also is a hard real-time version of inux. t uses
the model of a hardware abstraction layer, A , to interact with the rest of inux. As well as in RT inux
RTA is a real-time executive that actually resides outside of the inux kernel. n fact, the idea is to be able
to use any real-time kernel for real-time operations interacting with the A . One such suitable real-time
kernel is eCos 8 from Red at Software formerly Cygnus nc. .

13



a g oun isto

t all started back in late 1 when members of the D APM in Milano, led by Paolo Mantega a, sought
to implement their idea of a real-time hardware abstraction layer, RT A ,in inux.

The idea in itself is very simple and intuitive. t is an approach used by many others to add real-
time functionality to existing operating systems. owever, this was not easily achieved with the inux
kernel available at the time, ver. 2.0.2 , this changed by late 1 8 when the 2.2-kernel arrived. t had a
structurally cleaner and much simplified hardware interface, which allowed Mr. Mantega a and his team to
implement the original RTA concept.

RTA has since its introduction been accepted on its own beside RT inux and gained developer support
not only from a multitude of hobbyists, scientists and people from industry, but also from the commercial
real-time inux vendor entropix 11 which have adopted it and based their line of products around it.
Products include R2D2 the kernel level debugger, RTDesigner a tool that will simplify the development
of real-time systems, and much more.

esign ite tu e

The design of RTA , real-time kernel, and the RT A , hardware abstraction layer, relies heavily on the use
of inux kernel modules. n fact, besides from the necessary hooks to install the A in the inux kernel,
all parts of the RTOS are modular. This design makes it very easy to maintain and extend at run-time.

The Real-Time Application nterface, RTA , is basically an interrupt dispatcher which traps the peripher-
als interrupts and, if necessary, reroutes them to inux. As mentioned above, RTA is only one possible
implementation of an application interface, i.e. real-time kernel, which provides basic functionality such as

Connection to the, A , for peripheral interaction.
Scheduler functionality, task model, AP compatibility with POS X, VxWorks, pSOS, etc. , and more.

PC task to task, process to task, etc.

Compared to RT inux, the designers of RTA reali ed that not only was their A a clear abstraction
model, but it also proved to be very e cient in other aspects

Simple adaptation to the inux kernel.
Easier to keep up with the standard inux kernel.

Easier use of other real-time kernels instead of RTA .

a a te isti s eatu es

To implement the design mentioned above only a few lines of code need to be patched into the existing
inux kernel. This is indeed a very small and e cient solution leaving the rest of the RTOS as modules to
be compiled, updated and inserted later on. This makes the A easily portable to newer versions of inux.
The RT A , mentioned above, provides a simple, intuitive and yet powerful interaction point for di erent
real-time executives with the standard inux kernel. This approach of using a A is also used to provide
Windows NT with second tier vendor support for real-time applications, such as the RTX by VenturCom 10 .
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Figure 3.2 RTA mplementation.

Other features that was specifically developed for RTA , and later on ported to RT inux, is rt com, a
serial port driver, and uff, a shared memory driver for PC. Other significant features similar to RT inux
is RT-F FOs, one-shot and periodic timers, a POS X compatible AP as well as SMP support and status
information in the /proc file system.

Another feature is the performance improvement of the high resolution timer using the on-dye TSC

Time Stamp Clock , included only in the Pentium class and later CPUs, which gains a few microseconds
in resolution. This because it is integrated on the CPU instead of as a separate chip like the timer circuit
originally used by RT inux, mentioned above , which means it runs at the same internal speed as the CPU.
On SMP systems they also make use of the AP C timer circuit to further extend the timing granularity
across CPUs.

Recently two new, very interesting, functions have been added to RTA . First, XRT  inuX RealTime,
which provides some form of real-time to ordinary inux processes. Similar to the approach of URT inux,
below. ast, dynamic memory allocation using memory pools have been added. This means that real-time
tasks no longer have to allocate all their memory prior to startup.

umimma

From an installation point of view the RTA distribution, which can be retrieved from the RTA home page 2 ,
was in earlier versions almost impossible to install due to the lack of clear installation instructions and overall
documentation. owever, during the course of this evaluation many new versions have been released and
conse uently the number of people trying to install and use it have increased. ence, the demand for a more
accurate and complete installation tutorial increased as well which put an end to the installation misery.

When we finally managed to get everything up and running we also had the opportunity to try out all
the test examples included, which by the way is the same code as supplied with RT inux. Some of which
compiled and ran smoothly while the rest of them either needed special attention, i.e. code rewrite or special

inux devices, or simply did not work at all.
All in all the RTA RT A seems to be an interesting and clean approach to provide the inux kernel



with real-time extensions. owever, RTA is far from complete, mature and as easy to use and install as its
big brother RT inux.

URT is a soft real-time operating system, or firm , as the people behind URT 1 prefer to put it.

a g oun isto

The URT ansas niversity eal- ime inux 18 is a real-time operating system, which was first de-
veloped in 1 8 at the University of ansas, awrence S.

Originator of the pro ect is Dr. Douglas Niehaus, head of a group of graduates and undergraduate
students working at TTC .

Why URT The development of URT was initiated because of the need for a real-time operating
system which could support applications residing between the hard and soft real-time extremes.

esign Im lementation

The inux kernel has been modified in several ways to support firm real-time applications. The temporal
resolution of the system has been increased, without increasing the overhead of the system clock too much.

URT extends the standard kernel with three modes, , and mode,
in which the system can be switched.
n mode, the system behaves like a standard inux system, with the exception of having mi-
crosecond resolution, which is provided by the UT ME package. n mode, only designated
real-time tasks are allowed to execute according to an explicit schedule. The mode, which

combines the two former modes and allows regular inux processes to run with real-time tasks to the extent
of what the real-time schedule allows.

This design actually allows the real-time tasks to directly access the features of the inux kernel
without using separate PC calls to inux processes, as RTA and RT inux does.

UT ME 23, or rather micro-time , is a another pro ect developed by Team Niehaus1 . t provides yet
another way to increase the temporal resolution of the inux kernel. Basically the UT ME package repro-
grams the timer chip on demand to generate interrupts, similar in function to the formerly mentioned high
resolution timers in the other real-time inux pro ects.

The URT patch actually builds on top of UT ME, which capabilities are used when there exist real-time
tasks that needs to be executed. This feature exist in the previously mentioned and real-time
modes.

a a te isti s eatu es

Soft, or , real-time system.

Dedicated kernel modes for real-time.

ncreased temporal resolution, UT ME package.

Real-time tasks can make use of the standard inux services.
Tasks are treated as dynamically loadable modules.

Tasks have direct access to inux kernel services.




umima

Not until very recently have we been able to successfully compile and install URT inux. This is because
of many things, mostly because none of the prior kernel patches were stable enough even to compile, but also
due to the lack of time on our behalf. The first tested URT patches were on experimental inux kernels,
such as the 2.1.10 , which are considered to be unstable pre-beta releases of the 2.2.x kernels. owever,
recently patches based on the stable inux, 2.2.x, tree has been released, which we successfully managed to
install. Therefore testing and evaluation of this RTOS is far from complete.

f we try to give a brief summary of impressions, without basing them on any thorough tests, we can
however conclude that the need for soft or firm real-time system exist. ts application in streaming media,
such as motion video and sound for instance, undoubtedly substantiates its existence and therefore URT
has probably a very interesting future.

A significantly di erent approach to enhancing the real-time capabilities of the inux kernel, yet keeping all
the existing services, is RED inux. Real-time and Embedded inux, provides a solid base for hard real-time
applications.

a g oun isto

Developed at the University of California, rvine. The intentions of its authors were to create a exible
real-time system based on inux on which di erent scheduling algorithms could be tested.

The other two hard real-time inux-based variants, RTA and RT inux, provides real-time support by
using a separate real-time executive in which standard inux runs as yet another low priority task. Strictly
speaking those implementations are not really inux-based any longer since they employ PC, shared memory
and other techni ues, to access the services of the inux kernel.

esign Im lementation

To avoid the immense amount of work in making the inux kernel fully preemptable and reentrant, an
increased number of preemption points are instead added to the kernel code. Thus dividing the code into
smaller pieces to shorten the kernel preemption delay. This approach does not provide the same precise
timing as RTA and RT inux but has other, rather obvious, ualities.

RED- inux adds three new features to inux a high resolution timer, an integrated scheduler frame-
work and software interrupt emulation. The most noticeable feature is the general real-time scheduling
framework 2 . t supports the three most common scheduling paradigms today, namely the priority-
driven, time-driven and share-driven paradigms. The timer mechanism and the software interrupt emulation
are directly taken from the NMT RT inux source.

As well as in the case of URT, mentioned above, real-time tasks in RED- inux reside in the inux
kernel. This give them free and direct access to the features of inux without using slow PC with an
intermediate process residing in  inux as the case of RT inux and RTA .

a a te isti s eatu es

eneral scheduling framework. nteresting, not only from a scientific point of view, but also when
designing application specific servers streaming media and other real-time form of services .

igh resolution timer, adds better timing support than ordinary inux.
Extended number of preemption points. Shortens the inux kernel blocking during system re uests.

Real-Time tasks have direct access to inux kernel services.

17



umima

As with most of the other inux-based RTOSs, apart from RT inux, RED- inux was extremely di cult to
compile and install. The installation and source documentation was also very poor. This in combination
with the lack of examples shows it has to mature somewhat further before it can be fully compared to the
other inux RTOSs.

Despite the fact of the above mentioned di culties RED- inux is an inspiring and scientifically interesting
pro ect. This is mostly due to its extensive ideas for a comprehensive scheduling framework.

When we first set out to evaluate the di erent real-time inux variants, described in this report, we never
anticipated the amount of time it would re uire. The intention of the evaluation was to be more of a survey
than a complete investigation, since it was going to be the foundation for the choice of RTOS.
During the course of the evaluation we have been fortunate enough to observe the evolution of these
inux-based real-time operating systems. The speed at which some have matured and gained momentum
is impressive, even when compared to other popular open source 12 pro ects. n the near future many
interesting things will surface such as

Merging of AP s between the ma or real-time inux variants, RTA and RT inux.
Compatibility modules for VxWorks, pSOS, etc.

Soon to be released A book on the sub ect describing

o lems olutions

All variants beside RT inux were, at the time of our tests, very young an immature. Problems encountered
includes

Finding out how to build the di erent variants,
which standard inux kernel version they were based on,

re uirements on the build environment, e.g. which package versions was included in the distribution
used,

The solution to all of the above is time, sweat and tears. owever, some basic knowledge of inux is
probably considered a prere uisite.

utue o

Considering the fact that our time for this investigation was limited we did not spend as much time on it as
we would have liked. Below are a few things we consider to be interesting topics for future studies.

Compare the two hard real-time variants, RTA and RT inux considering the increased overhead of a
A in RTA versus the, perhaps, more thorough patches to the inux kernel in the case of RT inux.

Timing analysis comparing all the RTOSs under di erent load situations.

18



oieo RT

At the time of this report we decided to choose RT inux over the others. The reasons for this where many

One of the goals with the master thesis was to implement an extension to the Earliest Deadline First,
EDF, scheduling algorithm. There already existed a previous version of the EDF scheduler.

t had the easiest installation plus good documentation and scientifically very interesting articles.

t gave an impression of stability since all tested versions worked right out of the box without any
problems.

At the time of this report it was the only real-time with support for or planned support for di erent
architectures. n particular the PowerPC.

t was also the oldest real-time inux in the game, hence relatively mature and fairly complete for our
purposes.
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